
 

PENXCHAIN WHITEPAPER 

 

A Privacy Powered Digital Economy Built on Zero Knowledge and Hybrid Chain Architecture 

 

1. Executive Summary 

PENXCHAIN is building a private digital economy designed for modern commerce. The ecosystem 

combines three main products: a secure multichain native wallet, a fully private e-commerce 

marketplace infrastructure, and a merchant focused payment layer called PENXPAY. All products 

operate together under a privacy first philosophy powered by zero knowledge programmable smart 

contracts. 

The PENX token anchors the ecosystem. Liquidity and trading occur on Base for stability and market 

depth. A wrapped private version of PENX exists on Aleo, enabling confidential marketplace interactions 

without sacrificing liquidity. This hybrid structure gives users both privacy and smooth economic activity. 

 

2. PENXCHAIN Story and Vision 

Every era of the internet has been shaped by one question. Who controls value and information. For 

years, the answer has been centralized platforms. They owned the data, the relationships and the 

economy. Merchants paid for visibility. Users traded privacy for convenience. Property owners handed 

control to middlemen/agents because there was no other choice. 

PENXCHAIN Marketplace exists because that era is ending. 

People want to buy, sell, rent and connect without being profiled or exploited. Merchants want direct 

access to customers without predatory fees. Property owners want transparent transactions without 

agents taking half. Communities want shared identity and value, not platforms extracting from them. 

We built PENXCHAIN Marketplace as a new kind of digital infrastructure. A space where privacy is the 

default, not an upgrade. A marketplace where users and merchants interact as equals. A real estate rail 

where owners can list properties with confidence and tenants can trust every step. A tribe led 

commerce network where communities create their own economies. 

Zero knowledge technology gives us the ability to protect identity, transaction history and personal 

information while still validating authenticity. This is the missing infrastructure for modern commerce; a 

system designed for humans not algorithms. 

PENXCHAIN Marketplace is not another e-commerce app. It is a shift in power. It gives merchants 

control of their business. It gives users ownership of their data. It gives property owners a trusted digital 

path. It gives communities a place to build real value. 



The brand stands for dignity, trust and privacy. It stands for the right to trade, connect and own without 

interference. It is the return of commerce to the people who create it. 

The project began with a simple observation. Digital commerce still exposes far too much user 

information, while blockchain projects that offer privacy often lack the liquidity and infrastructure 

needed for real world adoption. 

PENXCHAIN aims to fuse both worlds. The vision is a fully private economic environment that supports 

secure transactions, merchant growth, digital trade, and community governance, while remaining 

accessible to mainstream users who expect reliable liquidity and intuitive experiences. 

PENXCHAIN sees privacy as a right, not a premium feature. The ecosystem is designed to give individuals 

control over their financial and commercial data while supporting merchants with a new class of private 

yet programmable tools. 

 

 

 

 

 

 

 



3. Market Landscape and Opportunity 

Modern ecommerce platforms rely heavily on centralized data harvesting, high intermediary fees, and 

opaque algorithms. Merchants lack data sovereignty, buyers lack privacy, and all parties depend on 

external intermediaries for trust. 

Blockchain commerce attempted to fix this but introduced new problems: poor user experience, public 

transaction histories, and limited adoption. Privacy solutions emerged, yet most exist on low liquidity 

chains. 

PENXCHAIN fills this market gap by offering: 

[1] Real privacy for buyers and merchants 

[2] Real liquidity through Base 

[3] Real programmable private logic through Aleo 

[4] Real economic activity through a marketplace and payment infrastructure 

This positions PENXCHAIN as one of the first practical privacy powered commercial ecosystems. 

 

 

 

 

 

 



 

4. The PENXCHAIN Ecosystem Overview 

The ecosystem is composed of three products that reinforce one another. 

A. Native Wallet 

The user gateway into the private economy, designed for secure multichain use, identity abstraction, 

and seamless bridging between Base and Aleo. 

B. E Commerce Marketplace Infrastructure 

A fully private, zk powered marketplace built entirely on Aleo. All commercial interactions are encrypted 

by design. Public transparency is optional for merchants who want to showcase metrics. 

C. PENXPAY 

A merchant settlement and payment infrastructure that enables frictionless crypto payments on Base 

and inside the Aleo private environment. 

Together, these products create a self-sustaining privacy focused economy where real commerce, user 

protection, and liquidity coexist. 



 

 

 

5. NATIVE WALLET 

The native wallet is the foundation of user onboarding and identity inside the PENXCHAIN ecosystem. 

Key Capabilities 

[1] Multichain architecture, supporting Base for liquidity and Aleo for private interactions 

[2] Privacy aware identity, with encrypted metadata for marketplace use 

[3] Bridging system, enabling PENX on Base to be locked and wrapped into pPENX on Aleo 

[4] Merchant tools, including private invoicing, settlement requests, and batch payment features 

[5] Marketplace link, allowing direct purchases inside Aleo without exposing information to public 

networks 



The wallet is designed to make zero knowledge technology intuitive. Users should not need to 

understand zk proofs to access a private digital economy. The wallet handles complexity behind simple 

actions. 

 

 

 

 

 

 

 

 



 

6. E-COMMERCE MARKETPLACE INFRASTRUCTURE 

This is the core of the PENXCHAIN economy. The marketplace runs entirely on Aleo using private 

programmable smart contracts. 

Privacy as Default 

Every interaction is confidential: 

• Product listings 

• Inventory updates 

• Order placements 

• Dispute handling 

• Seller analytics 

• Buyer reputation scoring 

• Price negotiation 

• Delivery confirmations 

• Search behavior 

• Merchant revenue tracking 

No competitor in the market provides this level of full stack privacy for commercial activity. 

Optional Transparency for Merchants 

Large merchants may choose to reveal certain metrics publicly, such as: 

• Overall rating 

• Delivery performance 

• Monthly volume range 

The details remain private, but merchants can reveal aggregated data to build user trust. 

Why Zero Knowledge Matters Here 

Aleo’s private smart contracts allow: 

• Verifiable proofs without revealing sensitive information 

• Private compliance 

• Fair dispute resolution 

• Hidden order intent 

• Anti-fraud systems that do not expose buyers or sellers 

• Data sovereignty for merchants 

The marketplace is not only private. It is programmable and flexible, allowing future features such as 

private auctions, encrypted product bundles, and confidential bidding. 

 



 

 

 

7. PENXPAY 

PENXPAY is the payment infrastructure that powers transactions across the ecosystem. 

Main Functions 

[1] Crypto payment acceptance for merchants 

[2] Automated settlement either on Base or inside Aleo 

[3] Zero knowledge invoices that confirm payment without revealing buyer details 

[4] Merchant tools, including recurring billing, private subscriptions, and payment routing 

[5] Fee reductions and service upgrades when PENX or pPENX is used 

PENXPAY ensures that the PENX token has continuous economic activity flowing through both liquidity 

and privacy environments. It is the commercial engine that keeps value moving. 



 

 

 

 

 

 

 

 

 

 

 

 

 



8. Governance through PENXDAO 

PENXDAO Governance Overview 

The PENXDAO is designed to facilitate decentralized decision-making within the PENX ecosystem. It 

empowers PENX token holders to actively participate in shaping the future of the platform. The key 

areas governed by the PENXDAO include: 

• Treasury Decisions: Management and allocation of funds within the PENX treasury. 

• Protocol Upgrades: Decisions regarding updates, modifications, and enhancements to the PENX 

protocol. 

• Ecosystem Grants: Allocation of resources to support the growth and development of the PENX 

ecosystem. 

• Marketplace Rules: Establishment and modification of rules and guidelines governing the PENX 

marketplace. 

Governance Mechanisms 

The PENXDAO employs a multi-faceted approach to governance, utilizing the PENX token as the primary 

mechanism for participation. The governance process supports: 

1. Proposal Creation 

Any PENX token holder can propose changes or initiatives related to the areas governed by the 

PENXDAO. Proposals must be clearly articulated, detailing the problem being addressed, the proposed 

solution, and the potential impact on the ecosystem. 

Proposal Requirements: 

• Minimum PENX Holding: A minimum amount of PENX tokens may be required to submit a 

proposal to prevent spam and ensure that proposers have a vested interest in the outcome. 

• Proposal Template: A standardized template should be used to ensure that all proposals contain 

the necessary information for informed decision-making. 

• Community Discussion: Before formal submission, proposers are encouraged to engage in 

community discussions to gather feedback and refine their proposals. 

2. Voting Mechanisms 

The PENXDAO utilizes different voting mechanisms depending on the nature of the proposal and the 

desired level of privacy. 

• Private Voting: In certain situations, such as those involving sensitive information or potential 

conflicts of interest, private voting may be necessary. This ensures that voters can express their 

opinions without fear of reprisal or undue influence.  

o Implementation: Private voting can be implemented using cryptographic techniques 

such as zero-knowledge proofs or homomorphic encryption. 



o Use Cases: Examples include voting on confidential partnerships or internal security 

measures. 

• Public Community Signaling: For proposals that benefit from broad community input and 

transparency, public community signaling is employed. This allows all PENX token holders to 

express their opinions and contribute to the decision-making process.  

o Implementation: Public voting can be conducted through on-chain voting platforms or 

off-chain signaling mechanisms. 

o Use Cases: Examples include voting on ecosystem grants, marketplace rule changes, or 

general protocol improvements. 

Voting Process: 

1. Proposal Submission: A proposal is submitted to the PENXDAO. 

2. Review Period: The proposal undergoes a review period during which the community can 

discuss and analyze its merits. 

3. Voting Period: A voting period is initiated, allowing PENX token holders to cast their votes. 

4. Vote Tallying: Once the voting period ends, the votes are tallied. 

5. Outcome Determination: The outcome of the vote is determined based on pre-defined criteria, 

such as a simple majority or a quorum requirement. 

6. Implementation: If the proposal passes, it is implemented by the PENXDAO. 

3. PENX Token Utility in Governance 

The PENX token plays a crucial role in the governance process. 

• Voting Power: The number of PENX tokens held by a user determines their voting power. This 

ensures that those with a greater stake in the ecosystem have a greater influence on decision-

making. 

• Staking: Staking PENX tokens may be required to participate in governance. This aligns 

incentives by rewarding active participation and discouraging malicious behavior. 

• Delegation: PENX token holders can delegate their voting power to other members of the 

community. This allows individuals who lack the time or expertise to actively participate in 

governance to still have their voices heard. 

Aligned Incentives 

The PENXDAO is designed to align the incentives of merchants and buyers within the PENX ecosystem. 

• Merchant Participation: Merchants can participate in governance by proposing changes to 

marketplace rules or suggesting improvements to the platform. This ensures that their needs 

and concerns are addressed. 



• Buyer Participation: Buyers can participate in governance by voting on proposals that affect 

their experience on the platform. This ensures that their interests are represented. 

• Incentive Mechanisms: The PENXDAO can implement incentive mechanisms, such as rewards 

for participating in governance or discounts for using the PENX token, to further align the 

incentives of merchants and buyers. 

Long-Term Decentralization and Community Control 

The PENXDAO is committed to long-term decentralization and community control. 

• Progressive Decentralization: The governance structure will be progressively decentralized over 

time, gradually transferring control from the core team to the community. 

• Transparency: All governance decisions will be made transparently, with all proposals, votes, 

and outcomes publicly recorded on the blockchain. 

• Community Education: The PENXDAO will invest in community education to ensure that all 

PENX token holders have the knowledge and resources necessary to participate in governance 

effectively. 

The PENXDAO governance model is designed to empower the community, foster aligned incentives, and 

ensure long-term decentralization. By leveraging the PENX token and supporting proposal creation, 

private voting (when necessary), and public community signaling, the PENXDAO aims to create a vibrant 

and sustainable ecosystem that benefits all participants. This framework ensures that the PENX platform 

evolves in a direction that reflects the collective will of its users, promoting innovation and growth 

within the decentralized marketplace. 

 

 

 

 

 

 

 

 

 

 



9. PENX Token Overview 

PENXCHAIN (PENX) Tokenomics and Utility 

This document outlines the tokenomics, utility, and governance structure of PENXCHAIN (PENX), a dual-

chain token designed for utility and governance within its ecosystem. PENX operates primarily on the 

Base chain, with a secondary, privacy-focused version (pPENX) available on the Aleo blockchain through 

a wrapped mechanism. The total supply is capped at 1,000,000,000 tokens. 

Token Details 

• Token Name: PENXCHAIN 

• Ticker: PENX 

• Total Supply: 1,000,000,000 (Capped) 

• Primary Chain: Base 

• Secondary Chain: Aleo (via wrapped private version: pPENX) 

• Type: Utility and Governance 

 

Token Distribution 

A well-defined token distribution strategy is crucial for the long-term success and sustainability of PENX. 

The following distribution model is proposed: 

• Public IDO (10% - 100,000,000 PENX): Tokens allocated for an Initial DEX Offering (IDO) to 

engage the decentralized finance (DeFi) community and achieve fair, wide-scale public 

distribution. 

• Public IEO (15% - 150,000,000 PENX): Tokens allocated for a public Initial Exchange Offering 

(IEO) on a leading launchpad to ensure broad distribution, market liquidity, and exchange 

support. 

• Team & Advisors (15% - 150,000,000 PENX): This allocation compensates the team and advisors 

for their contributions to the project. A vesting schedule will be implemented to ensure long-

term alignment of interests.  

o Vesting Schedule: Tokens will be vested over a period of 2-4 years, with a cliff period of 

6-12 months. This ensures that the team and advisors are committed to the long-term 

success of the project. 

• Ecosystem incentives (20% - 200,000,000 PENX): Directly fuels ecosystem growth 

through airdrops, bug bounties, developer grants, and partnership programs to bootstrap 

usage and reward contributions. 



• Staking rewards (5% - 50,000,000 PENX): Reserved to reward users who stake their PENX 

tokens, securing the network and promoting long-term holding through attractive annualized 

yields. 

• Treasury/DAO (25% - 250,000,000 PENX): Governed by the community via a DAO to fund future 

development, ecosystem investments, and strategic initiatives. This ensures long-term, 

community-led sustainability. 

• Liquidity (10% - 100,000,000 PENX): Dedicated to providing deep and stable liquidity on 

decentralized (DEX) and centralized (CEX) exchanges, ensuring smooth trading and reducing 

volatility. 

 

Utility 

PENX serves multiple utility functions within its ecosystem: 

• Governance: PENX holders can participate in the governance of the PENXCHAIN platform by 

voting on proposals related to protocol upgrades, feature implementations, and community 

initiatives. This ensures that the platform evolves in a way that reflects the needs and desires of 

its users. 

• Transaction Fees: PENX can be used to pay for transaction fees on the PENXCHAIN platform. 

This incentivizes users to hold and use PENX. 

• Staking: PENX holders can stake their tokens to earn rewards and contribute to the security of 

the network. Staking mechanisms will be implemented to incentivize long-term holding and 

participation in the ecosystem. 

• Access to Premium Features: PENX may be required to access premium features or services on 

the PENXCHAIN platform. This creates additional demand for PENX and incentivizes users to 

acquire and hold the token. 

• Incentivization: PENX can be used to incentivize users to contribute to the ecosystem, such as 

by providing liquidity, developing applications, or creating content. 

 

pPENX: Wrapped Private Version on Aleo 

To address the growing demand for privacy, a wrapped version of PENX, called pPENX, will be available 

on the Aleo blockchain. Aleo's zero-knowledge technology enables private transactions and 

computations, providing users with enhanced control over their data. 

• Wrapped Mechanism: PENX can be wrapped into pPENX and unwrapped back to PENX through 

a secure and transparent bridge. This allows users to seamlessly move their tokens between the 

Base chain and the Aleo chain. 

• Privacy Features: pPENX transactions are private and untraceable, protecting users' financial 

information. 



• Use Cases: pPENX can be used for a variety of privacy-sensitive applications, such as private 

payments, confidential voting, and secure data storage. 

Governance Model 

The PENXCHAIN governance model is designed to be decentralized and community-driven. 

• Proposal Submission: Any PENX holder can submit a proposal for consideration by the 

community. 

• Voting: PENX holders can vote on proposals using their PENX tokens. The weight of each vote is 

proportional to the number of PENX tokens held. 

• Implementation: Proposals that receive a majority vote will be implemented by the PENXCHAIN 

development team. 

• Transparency: All proposals and voting results will be publicly available on the PENXCHAIN 

website. 

Security Considerations 

Security is a top priority for the PENXCHAIN project. The following security measures will be 

implemented: 

• Smart Contract Audits: All smart contracts will be thoroughly audited by reputable security 

firms. 

• Bug Bounty Program: A bug bounty program will be established to incentivize security 

researchers to identify and report vulnerabilities. 

• Regular Security Updates: The PENXCHAIN platform will be regularly updated with the latest 

security patches. 

• Multi-Sig Wallets: Multi-signature wallets will be used to protect the project's funds. 

PENX is designed to be a versatile and valuable token that powers the PENXCHAIN ecosystem. Its utility 

in governance, transactions, staking, and access to premium features, combined with the privacy-

focused pPENX on Aleo, positions it as a key component of a thriving and innovative blockchain 

platform. The capped supply and well-defined distribution model ensure long-term sustainability and 

value appreciation for PENX holders. 

 

 

 

 

 

 



10. Token Utility 

The PENX token is used for: 

• Payments inside the marketplace 

• Fees in the wallet and PENXPAY 

• Governance voting 

• Staking incentives 

• Access rights for premium merchant tools 

• Ecosystem rewards 

Inside Aleo, the wrapped version pPENX powers private commerce. 

 

Liquidity is maintained on Base for deep markets and consistent trading. 

 

 

 

11. Economic Flywheel and Revenue Model 

PENXCHAIN Revenue Streams and Ecosystem Loop 

Revenue Streams 

PENXCHAIN's revenue model is designed to be multifaceted, capturing value from various aspects of the 

platform and ensuring a sustainable financial foundation. 

Marketplace Fees 

The PENXCHAIN marketplace serves as a central hub for buying and selling goods and services. A small 

fee is levied on each transaction conducted within the marketplace. This fee is a percentage of the 

transaction value and is designed to be competitive with other marketplaces while providing significant 

value to users through the platform's features and security. 

• Mechanism: A percentage-based fee applied to each successful transaction on the PENXCHAIN 

marketplace. 

• Value Proposition: Provides a direct revenue stream proportional to marketplace activity. 

• Strategic Importance: Incentivizes platform usage and contributes to overall ecosystem growth. 

Merchant Subscription Tiers 

Merchants operating within the PENXCHAIN ecosystem have the option to subscribe to different tiers, 

each offering varying levels of features, support, and visibility. These tiers provide merchants with 



enhanced capabilities and benefits, such as increased product listings, priority support, and advanced 

analytics. 

• Mechanism: Tiered subscription model offering different levels of features and benefits to 

merchants. 

• Value Proposition: Provides recurring revenue and incentivizes merchants to actively participate 

in the ecosystem. 

• Strategic Importance: Supports merchant growth and enhances the overall quality of the 

marketplace. 

Settlement Fees within PENXPAY 

PENXPAY, the integrated payment solution within the PENXCHAIN ecosystem, generates revenue 

through settlement fees. These fees are charged for processing transactions and facilitating the transfer 

of funds between buyers and sellers. 

• Mechanism: Fees charged for processing transactions within the PENXPAY system. 

• Value Proposition: Provides a revenue stream tied to the volume of transactions processed 

through PENXPAY. 

• Strategic Importance: Encourages the use of PENXPAY and strengthens the ecosystem's 

financial infrastructure. 

Wallet-Based Services 

PENXCHAIN offers a range of wallet-based services, including secure storage, transaction management, 

and advanced security features. These services are monetized through premium offerings and 

transaction fees. 

• Mechanism: Fees charged for transaction services. 

• Value Proposition: Provides revenue from users seeking enhanced security and convenience. 

• Strategic Importance: Enhances user experience and promotes the adoption of PENXCHAIN's 

wallet solutions. 

 

 

Staking and Liquidity Operations 

The PENXCHAIN ecosystem supports staking and liquidity operations, allowing users to earn rewards by 

participating in the network's security and liquidity. A portion of these rewards is retained as revenue 

for the platform. 

• Mechanism: A percentage of staking and liquidity rewards retained as revenue. 

• Value Proposition: Incentivizes participation in network security and liquidity provision. 



• Strategic Importance: Strengthens the network's stability and promotes decentralized 

governance. 

zk-Proof-Based Premium Features 

PENXCHAIN leverages zero-knowledge (zk) proofs to offer premium features, such as enhanced privacy 

and security. These features are monetized through subscription fees or per-use charges. 

• Mechanism: Fees charged for accessing and utilizing zk-proof-based premium features. 

• Value Proposition: Provides revenue from users seeking advanced privacy and security 

solutions. 

• Strategic Importance: Differentiates PENXCHAIN from competitors and attracts users with 

specific privacy needs. 

Ecosystem Loop: Reinvesting Revenue 

The revenue generated by PENXCHAIN is strategically reinvested back into the ecosystem to foster 

growth, incentivize participation, and support the community. This creates a positive feedback loop that 

drives long-term sustainability and success. 

Incentives 

A significant portion of the revenue is allocated to incentives for users, developers, and merchants. 

These incentives include: 

• Rewards for Active Participation: Users are rewarded for actively participating in the 

ecosystem, such as providing feedback, contributing to community discussions, and promoting 

the platform. 

• Developer Grants: Grants are provided to developers who build innovative applications and 

tools on the PENXCHAIN platform. 

• Merchant Incentives: Merchants are incentivized to join and actively participate in the 

marketplace through reduced fees, marketing support, and access to premium features. 

Merchant Support 

PENXCHAIN provides comprehensive support to merchants operating within the ecosystem. This 

support includes: 

• Technical Assistance: Merchants receive technical assistance to help them integrate with the 

platform and optimize their operations. 

• Marketing Support: Merchants are provided with marketing support to help them reach a wider 

audience and increase sales. 

• Training and Education: Merchants receive training and education to help them effectively 

utilize the platform's features and tools. 

 



• Community Programs 

PENXCHAIN invests in community programs to foster a strong and engaged community. These programs 

include: 

• Community Events: Regular events are organized to bring together users, developers, and 

merchants to network, collaborate, and learn from each other. 

• Educational Resources: Educational resources are provided to help users understand the 

platform and its features. 

• Community Governance: The community is actively involved in the governance of the platform, 

ensuring that it is aligned with their needs and interests. 

PENXCHAIN's revenue model is designed to be sustainable and supportive of the ecosystem's growth. By 

generating revenue through various streams and reinvesting it back into the ecosystem through 

incentives, merchant support, and community programs, PENXCHAIN creates a positive feedback loop 

that drives long-term success. This approach ensures that the platform remains competitive, innovative, 

and aligned with the needs of its users, developers, and merchants. 

 

 

 

12. Technology and Architecture 

Architecture Overview 

The architecture is designed as a hybrid system, combining the benefits of a public blockchain with the 

privacy features of zero-knowledge proofs. This approach allows for transparency where needed while 

ensuring user privacy for sensitive operations. The key components are: 

1. Public Liquidity and Exchange Layer (Base): This layer serves as the foundation for the entire 

system. It provides the necessary infrastructure for asset exchange, price discovery, and liquidity 

provision. This layer is typically a public blockchain, such as Ethereum or Solana, offering 

transparency and accessibility. 

2. Aleo: The Privacy Computation Layer: Aleo is a decentralized platform that enables private 

computation using zero-knowledge proofs. It allows developers to build applications that can 

verify computations without revealing the underlying data. In this architecture, Aleo is 

responsible for handling sensitive operations that require privacy, such as private transactions, 

identity verification, and confidential data storage. 

3. Wallet: The wallet acts as the user interface for interacting with the entire system. It provides a 

seamless experience for managing assets, initiating transactions, and interacting with both the 

public liquidity layer and the Aleo privacy layer. The wallet is designed to abstract away the 



complexities of the underlying technology, making it easy for users to access and utilize the 

system's features. 

4. pPENX: pPENX represents a private economic activity enabler. It leverages the privacy features 

of Aleo to facilitate private transactions, governance, and other economic interactions. pPENX 

can be a token, a smart contract, or a combination of both, designed to operate within the Aleo 

ecosystem. 

Zero-Knowledge Proofs (ZKPs) 

Zero-knowledge proofs are a cryptographic technique that allows one party (the prover) to prove to 

another party (the verifier) that a statement is true without revealing any information beyond the 

validity of the statement itself. In this architecture, ZKPs are used to: 

• Enable Private Transactions: Users can prove that they have sufficient funds to make a 

transaction without revealing their account balance or transaction history. 

• Verify Identity Privately: Users can prove their identity or certain attributes about themselves 

without revealing their actual identity or sensitive personal information. 

• Ensure Data Confidentiality: Data can be processed and verified without revealing the 

underlying data itself. 

 

 

 

Workflow 

The typical workflow within this architecture involves the following steps: 

1. Asset Acquisition: Users acquire assets on the public liquidity and exchange layer (Base). This 

could involve purchasing tokens on a decentralized exchange (DEX) or receiving assets from 

another user. 

2. Asset Transfer to Aleo: Users transfer their assets from the public layer to the Aleo privacy layer 

using the wallet. This involves creating a zero-knowledge proof that verifies the user's 

ownership of the assets without revealing the amount or the user's identity. 

3. Private Economic Activity on Aleo: Users engage in private economic activities on Aleo using 

pPENX. This could involve private transactions, participating in private governance, or accessing 

confidential data. 

4. Asset Transfer Back to Public Layer: Users can transfer their assets back from the Aleo privacy 

layer to the public layer using the wallet. This involves creating another zero-knowledge proof to 

verify the user's ownership of the assets without revealing the amount or the user's identity. 

 

 



Benefits 

This hybrid architecture offers several benefits: 

• Enhanced Privacy: Zero-knowledge proofs provide strong privacy guarantees, protecting users' 

sensitive data and transaction history. 

• Scalability: By offloading privacy-sensitive computations to Aleo, the public layer can focus on 

handling high-volume transactions, improving scalability. 

• Interoperability: The architecture allows for seamless interaction between the public and 

private layers, enabling users to leverage the benefits of both. 

• Compliance: The architecture can be designed to comply with regulatory requirements by 

allowing for selective disclosure of information when necessary. 

Use Cases 

This architecture can be used in a variety of use cases, including: 

• Private Payments: Users can make payments without revealing their identity or transaction 

history. 

• Confidential Voting: Users can participate in voting without revealing their vote. 

• Private Data Storage: Users can store sensitive data securely and access it privately. 

• Decentralized Identity: Users can verify their identity or certain attributes about themselves 

without revealing their actual identity. 

• Private DeFi: Users can participate in decentralized finance activities, such as lending and 

borrowing, without revealing their positions or strategies. 

The hybrid architecture described in this document provides a powerful framework for building privacy-

preserving applications. By combining the benefits of a public blockchain with the privacy features of 

zero-knowledge proofs, this architecture enables a new generation of decentralized applications that 

are both transparent and secure. The integration of Aleo as the privacy computation layer, along with a 

user-friendly wallet and the pPENX enabler, creates a comprehensive ecosystem for private economic 

activity. As zero-knowledge proof technology continues to mature, this architecture has the potential to 

revolutionize the way we interact with digital assets and data. 

 

 

 

 



13. Security and Trust Framework 

Security and Data Sovereignty 

This document outlines the security measures and data sovereignty principles underpinning our system. 

We prioritize user privacy and control through advanced cryptographic techniques, rigorous auditing, 

secure infrastructure, and innovative approaches to fraud prevention, all while ensuring users retain 

complete ownership of their data. 

Zero-Knowledge Enforced Confidentiality 

At the core of our security model is the utilization of zero-knowledge (ZK) proofs. ZK proofs enable the 

verification of information without revealing the underlying data itself. This is crucial for maintaining 

confidentiality in various aspects of our system: 

• Private Transactions: Users can conduct transactions without exposing the transaction details 

(amount, sender, receiver) to the public. The validity of the transaction is proven using ZK 

proofs, ensuring that funds are transferred correctly without revealing sensitive information. 

• Confidential Data Storage: User data can be stored in an encrypted format, with ZK proofs used 

to verify the integrity and authenticity of the data without decrypting it. This ensures that even 

if the storage infrastructure is compromised, the underlying data remains protected. 

• Selective Disclosure: Users can selectively disclose specific pieces of information about 

themselves or their data without revealing the entire dataset. This is particularly useful for 

identity verification and compliance purposes, where users can prove certain attributes (e.g., 

age, location) without revealing their exact date of birth or address. 

Multi-Tier Audits 

To ensure the robustness and reliability of our system, we employ a multi-tier audit approach: 

• Internal Audits: Our internal security team conducts regular audits of the codebase, 

infrastructure, and security protocols. These audits focus on identifying potential vulnerabilities, 

ensuring compliance with security best practices, and verifying the effectiveness of existing 

security controls. 

• External Audits: We engage independent security firms to conduct comprehensive audits of our 

system. These external audits provide an unbiased assessment of our security posture and help 

identify vulnerabilities that may have been missed by internal audits. 

• Community Audits: We encourage community involvement in the auditing process through bug 

bounty programs and open-source code reviews. This allows a wider range of security experts to 

scrutinize our system and contribute to its security. 

Secure Bridging Between Base and Aleo 

We facilitate secure bridging between Base and Aleo, enabling users to transfer assets and data 

between these two ecosystems while maintaining confidentiality and integrity. Our secure bridging 

mechanism incorporates the following features: 



• Atomic Swaps: Atomic swaps ensure that the transfer of assets between Base and Aleo is 

executed in a single, atomic transaction. This eliminates the risk of one party receiving assets 

without the other party fulfilling their obligation. 

• Multi-Signature Wallets: Multi-signature wallets require multiple parties to authorize a 

transaction before it can be executed. This adds an extra layer of security by preventing 

unauthorized access to bridged assets. 

• ZK-Based Verification: ZK proofs are used to verify the validity of cross-chain transactions 

without revealing the underlying transaction details. This ensures that the privacy of users is 

preserved even when transferring assets between different blockchains. 

Encrypted Identity Systems 

Our system incorporates encrypted identity systems that allow users to manage their digital identities in 

a secure and privacy-preserving manner. These systems leverage ZK proofs and other cryptographic 

techniques to protect user identity information: 

• Self-Sovereign Identity (SSI): Users have complete control over their identity data and can 

choose which information to share with different parties. 

• Verifiable Credentials: Users can obtain verifiable credentials from trusted issuers, which can be 

used to prove their identity or certain attributes without revealing the underlying data. 

• Anonymous Authentication: Users can authenticate themselves to services without revealing 

their identity. This is achieved through ZK proofs that verify the user's possession of certain 

credentials without disclosing the credentials themselves. 

Fraud Mitigation Without Data Exposure 

We employ innovative fraud mitigation techniques that protect users from fraudulent activities without 

requiring them to expose their data: 

• ZK-Based Fraud Detection: ZK proofs are used to detect fraudulent patterns and behaviors 

without revealing the underlying data. This allows us to identify and prevent fraud without 

compromising user privacy. 

• Reputation Systems: Users can build up a reputation based on their past behavior, which can be 

used to assess their trustworthiness. This reputation is built using ZK proofs, ensuring that the 

underlying data remains private. 

• Decentralized Dispute Resolution: Disputes between users can be resolved through a 

decentralized dispute resolution mechanism. This mechanism uses ZK proofs to verify the 

validity of claims without revealing the underlying data. 

User Data Sovereignty 

Our system is built on the principle of user data sovereignty. This means that users have complete 

control over their data and can decide how it is used. We do not collect or store any user data without 

their explicit consent. Users can also access, modify, or delete their data at any time. 



• Data Ownership: Users own their data and have the right to control how it is used. 

• Data Portability: Users can easily transfer their data to other systems. 

• Data Transparency: Users have access to information about how their data is being used. 

• Data Minimization: We only collect the data that is necessary for providing our services. 

By implementing these security measures and adhering to the principle of user data sovereignty, we aim 

to create a secure and privacy-preserving ecosystem where users can confidently interact with each 

other and access valuable services. We are committed to continuously improving our security posture 

and adapting to the evolving threat landscape. 

 

 

 

 

 

14. Roadmap 

12-Month Roadmap: Driving Growth and Adoption 

Quarter 1: Foundation and Core Functionality (Months 1-3) 

Focus: Building the essential infrastructure and establishing a solid foundation for future growth. 

• Month 1: Wallet MVP and Bridge Integration (Phase 1) 

o Goal: Launch a Minimum Viable Product (MVP) of the wallet and integrate a bridge for 

seamless asset transfers. 

o Activities: 

▪ Finalize wallet design and development, focusing on core functionalities like 

sending, receiving, and storing assets. 

▪ Implement basic security features, including password protection and seed 

phrase management. 

▪ Integrate a bridge solution to enable asset transfers between different 

blockchain networks. 

▪ Conduct thorough testing and bug fixing. 

▪ Release the wallet MVP to a limited group of beta testers for feedback. 



o Deliverables: 

▪ Functional wallet MVP with basic features. 

▪ Integrated bridge solution for asset transfers. 

▪ Beta testing program and feedback collection. 

• Month 2: Wallet MVP and Bridge Integration (Phase 2) 

o Goal: Iterate on the wallet MVP based on beta tester feedback and enhance bridge 

functionality. 

o Activities: 

▪ Address bugs and implement improvements based on beta tester feedback. 

▪ Enhance the wallet user interface (UI) and user experience (UX). 

▪ Expand bridge functionality to support additional assets and networks. 

▪ Implement security enhancements based on initial testing. 

▪ Prepare for public release of the wallet. 

o Deliverables: 

▪ Improved wallet MVP with enhanced UI/UX and security. 

▪ Expanded bridge functionality. 

▪ Preparation for public wallet release. 

• Month 3: Private Marketplace Development (Phase 1) 

o Goal: Begin development of the private marketplace on Aleo, focusing on core 

functionality. 

o Activities: 

▪ Define the scope and features of the private marketplace. 

▪ Design the marketplace architecture and user interface. 

▪ Begin development of core marketplace functionalities, such as listing, 

searching, and buying/selling items. 

▪ Focus on privacy-preserving technologies to ensure secure and confidential 

transactions. 

o Deliverables: 

▪ Marketplace design specifications and architecture. 

▪ Development of core marketplace functionalities. 



Quarter 2: Marketplace Launch and PENXPAY Development (Months 4-6) 

Focus: Launching the private marketplace and initiating development of PENXPAY. 

• Month 4: Private Marketplace Release on Aleo (MVP) 

o Goal: Launch a Minimum Viable Product (MVP) of the private marketplace on Aleo. 

o Activities: 

▪ Deploy the developed marketplace functionalities to the Aleo network. 

▪ Conduct thorough testing and bug fixing on the Aleo network. 

▪ Release the marketplace MVP to a limited group of users for feedback. 

▪ Focus on ensuring privacy and security of transactions. 

o Deliverables: 

▪ Functional private marketplace MVP on Aleo. 

▪ Initial user feedback and bug reports. 

 

 

• Month 5: PENXPAY Development (Phase 1) 

o Goal: Begin development of PENXPAY, focusing on core payment processing 

functionalities. 

o Activities: 

▪ Define the scope and features of PENXPAY. 

▪ Design the PENXPAY architecture and user interface. 

▪ Begin development of core payment processing functionalities, such as 

transaction processing, merchant integration, and user account management. 

▪ Focus on security and scalability of the payment system. 

o Deliverables: 

▪ PENXPAY design specifications and architecture. 

▪ Development of core payment processing functionalities. 

• Month 6: Private Marketplace Iteration and PENXPAY Development (Phase 2) 

o Goal: Iterate on the private marketplace based on user feedback and continue PENXPAY 

development. 

o Activities: 



▪ Address bugs and implement improvements based on user feedback from the 

marketplace MVP. 

▪ Enhance the marketplace user interface (UI) and user experience (UX). 

▪ Continue development of PENXPAY, focusing on advanced features such as 

fraud detection and risk management. 

o Deliverables: 

▪ Improved private marketplace with enhanced UI/UX and security. 

▪ Continued development of PENXPAY with advanced features. 

Quarter 3: PENXPAY Launch and Governance Activation (Months 7-9) 

Focus: Launching PENXPAY and activating governance mechanisms. 

• Month 7: PENXPAY Launch (Beta) 

o Goal: Launch a beta version of PENXPAY to a limited group of users. 

o Activities: 

▪ Deploy the developed PENXPAY functionalities to a test environment. 

▪ Conduct thorough testing and bug fixing. 

▪ Release the PENXPAY beta to a limited group of users for feedback. 

▪ Monitor system performance and security. 

o Deliverables: 

▪ Functional PENXPAY beta version. 

▪ Initial user feedback and bug reports. 

• Month 8: Governance Activation (Phase 1) 

o Goal: Activate the initial governance mechanisms. 

o Activities: 

▪ Finalize the governance framework and voting mechanisms. 

▪ Deploy the governance smart contracts. 

▪ Initiate the first governance proposals and voting rounds. 

▪ Educate the community about the governance process. 

o Deliverables: 

▪ Activated governance mechanisms. 



▪ Initial governance proposals and voting rounds. 

▪ Community education materials. 

• Month 9: PENXPAY Iteration and Governance Refinement 

o Goal: Iterate on PENXPAY based on user feedback and refine the governance 

mechanisms. 

o Activities: 

▪ Address bugs and implement improvements based on user feedback from the 

PENXPAY beta. 

▪ Enhance the PENXPAY user interface (UI) and user experience (UX). 

▪ Analyze the results of the initial governance proposals and voting rounds. 

▪ Refine the governance framework and voting mechanisms based on community 

feedback and data analysis. 

o Deliverables: 

▪ Improved PENXPAY with enhanced UI/UX and security. 

▪ Refined governance framework and voting mechanisms. 

Quarter 4: Merchant Onboarding and Ecosystem Expansion (Months 10-12) 

Focus: Onboarding merchants to PENXPAY and expanding the overall ecosystem. 

• Month 10: Merchant Onboarding (Phase 1) 

o Goal: Begin onboarding merchants to the PENXPAY platform. 

o Activities: 

▪ Develop merchant onboarding materials and documentation. 

▪ Reach out to potential merchants and explain the benefits of using PENXPAY. 

▪ Provide technical support and assistance to merchants during the onboarding 

process. 

▪ Gather feedback from merchants on their experience using PENXPAY. 

o Deliverables: 

▪ Onboarded merchants to the PENXPAY platform. 

▪ Merchant feedback on their experience using PENXPAY. 

• Month 11: Ecosystem Expansion (Partnerships) 

o Goal: Expand the ecosystem through strategic partnerships. 



o Activities: 

▪ Identify potential partners who can contribute to the growth of the ecosystem. 

▪ Negotiate and establish partnerships with key players in the industry. 

▪ Collaborate with partners on joint marketing and development initiatives. 

o Deliverables: 

▪ Established partnerships with key players in the industry. 

▪ Joint marketing and development initiatives. 

• Month 12: Ecosystem Expansion (Community Growth) and Roadmap Review 

o Goal: Focus on community growth and review the 12-month roadmap. 

o Activities: 

▪ Implement community engagement initiatives to attract new users and retain 

existing ones. 

▪ Organize online and offline events to promote the platform and build 

community. 

▪ Gather feedback from the community on their experience using the platform. 

▪ Review the 12-month roadmap and identify areas for improvement. 

▪ Begin planning for the next 12 months. 

o Deliverables: 

▪ Increased community engagement and growth. 

▪ Community feedback on their experience using the platform. 

▪ Review of the 12-month roadmap and planning for the next 12 months. 

This roadmap provides a structured approach to achieving key milestones and driving growth over the 

next 12 

 

 

 

 

 

 

 



15. Team and Contributors 

The founding team brings experience in blockchain product design, privacy systems, zk integrations, 

decentralized commerce, and emerging market adoption. More details about team can be found on our 

website.  

 

 

16. Partnerships and Integrations 

PENXCHAIN will integrate with merchants, logistics partners, zk infrastructure providers, Base ecosystem 

collaborators, and Aleo tooling ecosystems. 

 

17. Community Strategy 

The project includes community rewards, ambassador programs, merchant onboarding incentives, and 

governance focused engagement. 

 

18. Compliance and Legal Considerations 

The ecosystem uses privacy preserving architecture while maintaining compatibility with evolving 

regulatory frameworks. zk proofs allow compliance when needed without compromising user privacy. 

 

19. Closing Vision 

PENXCHAIN aims to redefine digital commerce through a privacy powered economic layer. By combining 

the liquidity strength of Base with the private programmable capabilities of Aleo, the project introduces 

a new model where users and merchants transact freely, securely, and without exposure. 

The goal is simple. Build the first truly private economy for global commerce, powered by zero 

knowledge and accessible to anyone. 

 

 


